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Company & Solutions 

Overview
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PULLNET Technologies

• We are focused in the Research and Development of innovative

Telecommunications and Information Systems for Power Utilities, in

particular; and also for the Oil, Gas, Railways and Industrial markets

• Our solutions include the design, development, manufacturing and marketing

of a suite of Advanced Products; as well as a diversity of value-added

Professional Services
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PULLNET Solutions (I)

Pullnet addresses these challenges with

a) The Production and Marketing of:

Our solutions target Key challenges in the energy sector:

● Deployment of new technologies able to support IEC 61850 v2

● Guarantee smooth legacy migration

• High-performance telecom equipment for mission-critical Operational 

Networks

• Advanced Substation Design Tools able to merge traditional Protection

and Control with the requirements of the IEC 61850 standard
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PULLNET Solutions (II)

b) Added-value Professional Services that include:

• Network Design • Network Migrations

• Deployments &  

implementations

• Long-haul transmission 

in aerial optical links

• Smart Grid
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6

PULLNET in the World
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Familias de Productos

OMTP

AGENTSOAC

AGENT-7 FIREWALL

ATLAN

PCL4
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AGENT-3

IEC 61850-compliant Advanced 10 Gigabit Ethernet L2/3/4 WAN Switches

AGENT-3 systems combine an outstanding number of Layer 2/3/4

functionalities and protocols, fulfilling at the same time the most

demanding requirements of Protection and Control Networks

• IEC 61850 Certified  

• Modularity (All hot-swappable)

• Redundancy (Power supply and Fans)• IEEE 802.1X port-based Authentication  

• SSH / RADIUS / ACL’s based on L2/3/4 header

• IP & MAC address filtering / URPF

• 10/100/1000BASE-TX, GbE SFP, 10GbE XFP

High-performance Gateway/Switch to optimise the most demanding Operational Networks

Remarkable number of L2/3/4 Protocols*

Robustness and easiness of maintenance

Enhanced Security

Designed for Mission-critical Services support

LAN and WAN connectivity Scalability

• Up to 8 AGENT-3 in a single IP address Stack  
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AGENT-3 *(continued)

Sample of additional functionalities and protocols supported

• Port and Tagged VLAN

• IEEE 802.1ad (Q-in-Q)

• GVRP,  MVRP, Private VLAN

• VLAN Translation, Voice VLAN

• Protocol and MAC-based VLAN

• Up to 255 VLAN Groups

VLAN support

• IEEE 802.1d/w/s STP/RSTP/MSTP

Spanning Tree

• IEEE 802.1p CoS, ToS, 8-priority levels per port

• IP Precedence, DiffServ, DSCP, DVMRP

• TCP/UDP Identifiers 

IP Routing

• RIP, OSPF, IPv4/IPv6, VRRP 

• ARP, ARP Proxy, CIDR

• Multicast Routing (with PIM-SM & PIM-DM) 

Quality of Service (QoS)

• Telnet, Web-based, SNMP 

• HTTP & HTTPS, Secure Shell 

Management

• Port Security, EAPOL

• Secure Shell (SSH)

• RADIUS+, TACACS+

Authentication

• Multicast Filtering 

• ACL’s, ICMP 

• LLDP, LACP

• IGMP Snooping

• Broadcast Storm control

• Port Trunk (Cisco EtherChannel compliant)

Switching and Port

• DHCP Server and Relay, BOOTP 

• SNTPv4, SMTP E-mail Alerts, FTP

Others
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AGENT-2 Switches

High-performance and cost effective operation of LAN equipment 

together with optimum interconnection between local Multi-Services

and the Access Network through Advanced Ethernet/IP Technology*

AGENT-2 Advanced Switches have been specifically designed to meet and exceed different levels of 

environmental and communications requirements. Accordingly, they are classified into: 

IEC 61850/IEEE 1613 Hardened Industrial
For Power Utilities For markets as Oil, Gas, Railways, … For the Factory Floor
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AGENT-2 Switches *(continued)

Sample of Layer 2 functionalities and protocols supported

• Port-based VLAN 

• Tagged VLAN

• GVRP

VLAN support

Spanning Tree

• IEEE 802.1p ToS, CoS

• 8-Priority levels per port

Quality of Service (QoS)

• Port-based Authentication

• RADIUS

IEEE 802.1x Security

Switching and Port

Management

Proprietary α-ring support

• Network redundancy

• Recovery time < 15 ms

• IEEE 802.1d/w/s 

(STP/RSTP/MSTP)

• Telnet, Web-based

• SNMP v1/v2c/v3

• Secure Shell/SSL 

• TFTP, Console RS-232 

• Autonegotiation 

• Full wire-speed forwarding rate

• Bandwidth control

• Auto-MDI/MDIX

• IGMP Snooping v1, v2 & v3

• MAC-based Trunking 

• Automatic link fail-over

CONTROL

CENTRE
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AGENT-2 Media Converters

AGENT-2 Media Converters and Serial Device Servers have also been specifically designed to meet 

different levels of environmental and communications requirements, and can be classified into: 

IEC 61850/IEEE 1613 Hardened Industrial
For Power Utilities For markets as Oil, Gas, Railways, … For the Factory Floor

Our Series of AGENT-2 Media Converters and Serial Device Servers provide 

flawless copper-to-fibre conversion, allowing optimum integration of LAN

equipment to the optical Network both at Local and Remote levels
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PCL4

• Puertos Ethernet y seriales multiprotocolo

• Protocolos soportados
– DNP

– Modbus

– IEC 61850

– IEC 60870-5-101/103/104

– IEC 60870-6 (TASE.2)

• Interfaz OPC

• Aplicación configuración incluida

• Analizador de protocolos incluido

Gateway Multiprotocolo compacto y efectivo en coste

DNP Master

DNP Slave

IEC 61580 Client

IEC 
61850 

IED

IEC 
61850 
IED

IEC 
61850 

IED

IEC 
61850 
IED

Gateway AppPoints

DB
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Cyber Security Analysis

THREATS

IDENTIFICATION

SAS

MODEL

SIMULATION

METHODOLOGY

AND PRACTICAL

ASPECTS

FUNCTIONALITY

IEC 61850

CONFIGURATION

PERFORMANCE

VALIDATION

SECURITY

CONFIGURATION
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AGENT-7 Firewall

Protecting Critical functions of IEC 61850 Substations

• Open VPN

• IPsec

• Encrypted Tunnels

VPN support

MPLS Edge Routing

• IEC 62351 Compliant

• Graded Security Scheme

• In-Depth protection capabilities

Security for Control Networks

• VLAN & Q-in-Q

• Bridging

• Bridge Firewall

Layer 2 Facilities

Security Functions

Secure Management

Routing Facilities

• RIP v1/v2

• OSPF V2

• BGPV4

• VPLS pseudowire

• VPLS LDP signaling

• RSVP TE Tunnels

• Strong Authentication

• Telnet, Web-based

• SNMP v1/v2c/v3

• Secure Shell/SSL 

• Layer 7 configurable filter 

• Protocols and Ports blocking

• DoS Attack defence

• Icmp rate limiting

• IP & MAC NAT

• Malicious Host detection

• Brute force login prevention

CONTROL

CENTRE
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OMTP-1 & OMTP-2 Systems

OPTICAL MULTISERVICE TRANSMISSION PLATFORMS

Compact CWDM technology for highly reliable implementation of mission-critical 

applications plus totally transparent transmission of multi-services to fully exploit 

the potential and get the most of any Operational Network, in a straightforward and 

cost-effective manner
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OMTP-1 & OMTP-2: Key Benefits*

Highly reliable implementation
of mission-critical services

Total transparency

Services can be implemented in any type 

of technology: SDH/SONET, PDH, 

Ethernet, IP, ATM, MPLS, DWDM …

• Protection and Control Networks

• All sort of Operational Networks

1 (TDM)

2 (SDH)

3 (MPLS)

4 (VoIP)

1, 2, 3, 4

2 (SDH)

3 (MPLS)

4 (VoIP)

1 (TDM)

1, 2, 3, 4
WAN

Optimum use of available bandwidth

Leverage of legacy technologies
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SOAC

OPTICAL AMPLIFICATION SYSTEMS

CUSTOMISED SOLUTION FOR RELIABLE AND COST-EFFECTIVE LONG-HAUL 

ALL OPTICAL TRANSPORT OF MISSION-CRITICAL SERVICES IN AERIAL OPTICAL LINKS

Link lengths: up to 350 km  
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Photonic Limits
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COUNTRY CLIENT PROJECT
OPT. 

LENGTH

FIBRE 

TYPE
DATA DATE

Mexico
Comisión Federal 

de Electricidad
Durango - Torreon 250 km G.652A STM-1 2006

Mexico
Comisión Federal 

de Electricidad
714 Guadalajara - Tepic 194 km G.652C STM-1 2007

Venezuela CADAFE Horqueta - Calabozo 240 km G.652A STM-1 2008

Mexico
Comisión Federal 

de Electricidad
Queretaro - Cautemoc 220 km G.655C STM-4 2009

Mexico
Comisión Federal 

de Electricidad
Ixtapa - Pie de la Cuesta 250 km G.652D STM-4 2009

Lybia GECOL Misratah - Sirt 252 km G.655C STM-16 2010

Lybia GECOL Sirt - Ras Lanouf 282 km G.655C STM-16 2010

Lybia GECOL Ras Lanouf - Ajdabiya 239 km G.655C STM-16 2010

Algeria SONELGAZ El Affroun - Hassi Ameur 330 km G.652D STM-1 2012

Successful long-term 

relevant field experiences

More than 60 SOAC units in Service in aerial lines
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SOAC: Key Benefits

• Solution customised on a per-line basis • Absolute transparency

► DRS® System for CD & PMD reduction

► Built upon EDFA’s to avoid non-linearities

► Strictest Service Levels guaranteed

- Availability    - Data integrity    - Resiliency

- Jitter and Wander commitments

Support to any technology and protocol type

- SDH/SONET    - PDH    - Ethernet    - IP

- MPLS    - ATM    - CWDM   - DWDM … 

• Longer ranges at higher speeds 

• Optimum use of available bandwidth 

• Reliability

Advanced technology that yields 

a very high MTBF

• Flexibility

Models available and customised to cover from 

medium to very long ranges (80 to 350 km)

Supports long-haul transport of multiservices 
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SG Family

SMART GRID ADVANCED TELECOM EQUIPMENT

The products in PULLNET’s SG Family have been specifically designed to give 

response to the new challenges of the forthcoming Smart Grid operative and to 

implement the new services associated to a Smart City

OMTP-2SG WBN-SG 
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OMTP-2SG

IEC-61850 OPTICAL MULTIPLEXING FOR SMART GRID SOLUTIONS

The OMTP-2SG Platform is a compact and

robust CWDM solution that integrates different

types of communications services to support

the adaptation of Distribution Networks for the

roll-out of the new Smart Grid operative

Adaptation of the communications in the Distribution Network      

• Higher degree of protection

• Higher degree of automation

Distribution

Network

COMMUNICATIONS
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ATLAN

A NEW APPROACH TO SUBSTATION ENGINEERING

ATLAN provides a unique working environment that allows 

seamless integration of traditional protection, control and 

measurement with the IEC 61850 architecture, merging in an 

unprecedented manner classical and advanced working methods
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• ATLAN tools simplify the introduction of new

technologies:

– IEC 61850

– Migration, deployment & compatibility

– Reduce deployment cost of IEC 61850

• Also provide a solution to obtain Substation proper

documentation:

– Avoiding the problems in Knowledge Management

– Reducing maintenance costs

Why ATLAN ?
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Once a Substation Design completed, ATLAN compiles automatically 

absolutely all the information of the project in a single .scd file

Designers can reuse an existing .scd file in subsequent projects, allowing 

Utilities to increase their productivity in an unprecedented manner

INCREASE OF PRODUCTIVITY

IEC 61850

http://es.wrs.yahoo.com/_ylt=A0S0zviHi1tKcIUBTwOe.Qt./SIG=12765dkfk/EXP=1247599879/**http:/www.grafsalas.com/images/imprenta_offset.jpg
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WHOLE ENGINEERING CYCLE

ATLAN allows designers to cover the whole engineering cycle, from the basic

design to the management and maintenance of the installations, through a

powerful and versatile set of IEC 61850 compliant state-of-the-art tools and

functionalities
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ATLAN: STATE-OF-THE-ART TOOLS

• Full graphic interface & customised views 

• Logical Functions & Dynamic Simulations

• Seamless integration of IEC 61850 IED’s 

with legacy devices in the real field

• Import/Export of data & complete projects

(.XML, .DWG, .XLS, etc.)
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ATLAN Products

Version Server for Workgroups Single-user version

A simpler version for 

generating documentation

Version to view projects
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Thank you for your attention


